
 
 
 
 
 

 

IMPORTANT 
  

Cybersecurity Threats and Scam Alerts 
A growing number of investors have become targets of highly sophisticated online 
scams. In particular, impersonation scams have recently been on the rise in Hong 
Kong and globally. Suspicious website operators often use names similar to 
legitimate companies to confuse investors. We wish to urge investors to utilise 
alerts posted on the website of Hong Kong Securities and Futures Commission 
(SFC), and the International Securities and Commodities Alerts Network (I-
SCAN) of International Organization of Securities Commissions (IOSCO).  

Investors may also utilize tools from trustworthy resources to obtain information 
about cybersecurity threats and scams, such as the website of Scameter, 
CyberDefender, the Anti-Deception Coordination Centre, and the Investor and 
Financial Education Council.  

 

Resources Website Address 
SFC Alert List https://www.sfc.hk/en/Alert_List 

 

I-SCAN https://www.iosco.org/i-scan/ 

Scameter and the mobile application 
Scameter+ 
 

https://cyberdefender.hk/en-us/scameter/ 

CyberDefender 
 https://cyberdefender.hk/en-us/ 

Anti-Deception Coordination Centre 
 https://www.adcc.gov.hk/en-hk/home.html 

Investor and Financial Education Council 
 https://www.ifec.org.hk/web/en/index.page 

 

https://www.sfc.hk/en/Alert_List
https://www.iosco.org/i-scan/
https://cyberdefender.hk/en-us/


 
 
 
 
 

 

 

 

Protecting Your Interests  
For purpose of client assets protection, we wish to urge investors to take 
appropriate measures to protect your interests. We set out below some examples 
for your reference: 

• Please properly safeguard your key personal information, such as 
specimen signatures, account login names and passwords, information 
about your investment and bank accounts, etc.; 

• Please stay vigilant and avoid clicking on embedded hyperlinks in short 
message service (SMS) messages and entering confidential personal 
information, user credentials and OTPs into websites or mobile 
applications that you are re-directed to; 

• Please inform us of any changes in your personal particulars in a timely 
manner;  

• Please promptly check your trading documents including statements of 
account, and contact our Operation Team1 in case of any discrepancies in 
your accounts; and 

• Please report promptly to the Hong Kong Police Force (HKPF) any 
unauthorised trading incidents or scams. 

 

The above examples are not meant to be exhaustive. You are advised to stay 
vigilant.   

 
1  By email :   ophk@htffund.com   /  
   By phone : 852- 3983 5600 for redirecting to Operation Department 

mailto:ophk@htffund.com

